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Digital proof that a user has been authenticated.

Issued after login, used instead of a password for later
requests.

Usually contains user info and an expiration time.

Lets servers verify access without storing session data.

Common examples: JWTs, OAuth access tokens.



Used to grant access to resources.

Issued by Entra ID (Azure AD) after authentication.

Contain info like user ID, roles, and permissions.

Used to access M365 & Azure services without sending passwords.

Common types: ID tokens, access tokens, refresh tokens.



User Service Principal Identity Provider

Authenticate proof-of-identity

Access Token  + Refresh Token 

Consume service with AT
SP only knows about you what you

tell it



Have dependencies

Temporary access to multiple clients &
resources

Persistent or temporary access to multiple clients &
resources

Device dkpub/dkpriv/transport tkpriv
Persistent access to multiple clients & resources via PRT

User permissions

Requires Local
Admin & no TPM



Temporary access to single client & resource

Persistent access to single
client & multiple resources

Family Of Client IDs (FOCI) Refresh Token
Persistent access to FOCI clients & multiple resources

Primary Refresh Token (+session key)
Persistent access to multiple clients & resources

User permissions

Device compromise



“ BIGGEST PROBLEM WITH BLUE
TEAMERS IS, THAT THEY THINK IN LISTS,
WHILE ATTACKERS THINK IN GRAPHS.
SO, ATTACKERS WILL ALWAYS WIN. “
John Lambert
Corporate Vice President, Security Fellow, Microsoft



Start the app

Client ID + Resource

User Device Azure AD

device_code, user_code,
verification URL

user_code, verification URL

Authenticate

access_token, refresh_token



Request device
code

1

Device code + user
code + verification URL

2

Attacker sends
phishing email with
verification URL and

user code

3

User performs MFA +
authentication

5

access_token +
refresh_token for

MS Graph

6

Attacker gains AT using RT to
resources

7

User enters the code
in the page

4
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ATTENDING!


